'(New) 



A method for tracking and processing errors in a distributed 



connputter systenn, the method comprising the following steps: 

utilizmg a centralized error detection system to intercept an error event from one 

of a plurality Oif system elements; 

upon the i^t^fc^ption of the error event from one of said system elements, 

creating an informatK/e esrror package related to the error events- 
propagating apprcvoriate error alerts to one or more relevant system elements; 

and \ 

resolving the error evenrsusing the information contained within the informative 

error package and resources avaiRs(ble within said distributed computer system. 

'^^s^ &y (New) The method of claim 7, wherein the resolving step includes 

the furth^step of dispatching appropriate help information to the system element 
from which tn\error event originated. 



(New) 



The method of claim 8, further comprising the step of 



dynamically updating tne help information. 



10. (New) The nr^Whod of claim 7, further comprising the steps of: 

receiving a query for help information\from one of said plurality of system elements; 
providing help information in responsXto the help query; and 
dynamically updating the help informatioriX 
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1 . ' (New) The method of claim 7, wherein the resolving step includes 
the further step of locating an alternative resource to substitute for a failed resource 
associated\^ith the intercepted error event. 

12. (Nev\ The method of claim 7, further comprising the step of 
prioritizing the error events when there is more than one error event still unresolved 
at any given time. \ 

13. (New) The n^ethod of claim 7, further comprising the step of 
filtering the error events that requirk different responses. 

14. (New) The method of>sclaim 7, further comprising the step of 
directing the error events to resources capable\f assisting in resolving the error event. 
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1 ' ^ (New) A method for processing an error occurring in a system 

2 element cxperating in a computer system having a central-resource, the method 

3 comprising tfte steps of: 

4 receiving an error message at said central-resource from said system element 

5 indicating the occurrence of an error associated with said system element; 

6 referencing an ernor-resource having a plurality of assistance options; 

7 selecting an assistance option from said plurality of assistance options in 

8 accordance with said error message; and 

9 providing said assistance Noption to said system element substantially 
10 immediately following said receiving siep. 



1 16. (New) The method of clairta 15, further comprising the steps of 

2 receiving a help query from one of the plurality orf system elements; providing help 

3 information in response to the help query; and a^namically updating the help 

4 information. 
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1 >^7. '(New) The method of claim 1 5, wherein said providing step further 

2 comprises the step of dispatching help information to the system element associated 

3 with the etror, where the dispatching step is performed substantially immediately after 

4 the receivingvstep. 

1 18. (NewiThe method of claim 1 7, further comprising the step of dynamically 

2 updating the help information. 

1 19. (New) The method of claim 17, further comprising the step of 

2 investigating the error by soliciting additional information about the occurrence of the 

3 error from the system element associated with the error. 

1 20. (New) The methoa\of claim 15, further comprising the step of 

2 determining a preferred assistance optiWi based on previous assistance options 

3 provided in response to an error; and wherein^the selecting step includes selecting the 

4 preferred assistance option. \ 

1 21. (New) The method of claim lV wherein said error-resource 

2 comprises a database containing information regardirw resolution of errors and 

3 bypassing of errors. \ 
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> 2^. -(New) The method of claim 15, further comprising the step of 

determimng the priority of said error relative to any outstanding errors. 

23. (f^ew) The method of claim 15, further comprising the step of 
generating an information-package in response to said receiving step; wherein said 
information-packagei comprises an error-identification, and at least one of a system 
identification, an applioation identification, a time stamp, a location, a priority, and an 
internal state. \ 

24. (New) The Viethod of claim 15, further comprising the step of 
propagating an error alert to one V more components of said computer system that 
may be affected by the occurrence orf said error. 

25. (New) The method of ciaim 1 5, wherein said receiving step further 
comprises the steps of: \ 

determining whether a connection exists between said system element and said 
central-resource; \ 

transmitting said error message from said s\stem element to said central 
resource when said connection exists; and \ 

when said connection does not exist, queuing sai^ error message for later 
transmission to said central resource. \ 
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iwf (New) A method for processing an error occurring in a distributed 

Y 2 computer system having a centralized error processor and a plurality of system 

3 elements,\he method comprising the following steps: 

4 receiving a signal indicating an error associated with one of the system 

5 elements; \ 

6 dispatching^ assistance to said system element associated with said error; 

7 propagating an error alert message to one or more other system elements that 
]/ 8 may be affected by said error; 

ny- 9 prioritizing said error relative to other errors not yet resolved; 

10 applying an error filler to said error to determine one or more appropriate 

1 1 responses to said error; \ 

1 2 selecting one or more assistance options the one or more appropriate responses 

13 in order to resolve said error; and \ 

14 resolving said error according m said selected assistance option. 

1 27. (New) The method of claim 26, wherein the resolving step includes 

2 the further step of locating an alternative re9;purce to substitute for a failed resource 

3 associated with the error. \ 
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\. ZjB. (New) The method of claim 26, wherein the assistance includes 

/ 2 help infWmation, the method further comprising the step of dynamically updating the 

3 help infornoation. 

1 29. (nW) The method of claim 26, further comprising the steps of: 

2 receiving a qciery for help information from one of said plurality of system 

3 elements; \ 

4 providing help information in response to the query; and 

5 dynamically updating the help information. 

^ \ 

1 30. (New) The method of claim 26, further comprising the step of 

2 investigating the error by soliciting adoJtional information about the occurrence of the 

3 error from the system element associated with the error. 

1 31. (New) The method of claiWi 26, further comprising the step of 

2 generating an information-package in response to said receiving step; wherein said 

3 information-package comprises an error-identificatiW», and at least one of a system 

4 identification, an application identification, a time stanrp, a location, a priority, and an 

5 internal state. \ 
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'(New) A system for tracking and processing errors that occur in a 

2 distributeckcomputer system, wherein said system comprises: 

3 a^resource server for processing said errors; 

4 a dcrtabase of information accessible to said resource server and useful 

5 in resolving and bypassing said errors; 

6 a routing server for contemporaneously directing messages and responses 

7 to said errors to and from coKnponents of said distributed computer system; and 
a filter for sorting siaid errors of different error types and directing said 

9 errors through said routing server to oWferent components of said distributed computer 
1 0 system in accordance with the error type. 
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(New) 



A computer readable medium encoded with processing 



instruct^ms for implementing a method for tracking and processing errors in a 
distributed computer system, the method comprising the steps of: 

utilizing a centralized error detection system to intercept an error event from one 
of a plurality of system elements; 

upon the intercefxtion of the error event from one of said system elements, 
creating an informative error\ackage related to the error event; 



propagating appropriate error alerts to one or more relevant system elements; 



and 



resolving the error event using the information contained within the informative 
error package and resources available within said distributed computer system. 
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4. ' (New) A computer readable medium encoded with processing 

instructiVis for implementing a method for processing an error occurring in a system 
element operating in a computer system having a central-resource, the method 
comprising the steps of: 

receiving an error message at said central-resource from said system element 
indicating the occurrence of an error associated with said system element; 
referencing an error-rfetsource having a plurality of assistance options; 
selecting an assistance ^option from said plurality of assistance options in 
accordance with said error message; and 

providing said assistance optionyto said system element said substantially 
immediately following said receiving step. 



1 
2 
3 
4 



35. (New) 



The computer readable h\edium of claim 34, wherein the 



method further comprises the step of determining th\ preferred assistance option 
based on previous assistance options provided in response tc\an error; and wherein the 
selecting step includes selecting the preferred assistance option 
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(New) A computer readable medium encoded with processing 

2 instructV)ns for implementing a method for processing an error occurring in a 

3 distributed computer system having a centralized error processor and a plurality of 

4 system elernents, the method comprising the following steps: 

5 receiving a signal indicating an error associated with one of the system 

6 elements; \ 

7 dispatching Assistance to said system element associated with said error; 

8 propagating anverror alert message to one or more other system elements that 

9 may be affected by saici error; 

0 prioritizing said errpr relative to other errors not yet resolved; 

1 applying an error filter to said error to determine one or more appropriate 

2 responses to said error; \ 

3 selecting one or more asJsistance options from said one or more appropriate 

4 responses in order to resolve said Igrror; and 

5 resolving said error according \o said selected assistance option. 

1 37. (New) The computer \eadable medium of claim 36, wherein the 

2 method further comprises the step of detWmining the preferred assistance option 

3 based on previous assistance options providedVn response to an error; and wherein the 

4 selecting step includes selecting the preferred assistance option. 
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(New) 



An apparatus for tracking and processing errors in a 



2 distributes! connputer system, comprising: 

3 a processor; and 

4 a memory in operative connection with the processor for storing processing 

5 instructions enablir\a the processor to: 

6 utilize a centralWed error detection system to intercept an error event from one 

7 of a plurality of system elements; 

8 upon the interceptionyof the error event from one of said system elements, 

9 creating an informative error package related to the error event; 

1 0 propagate appropriate error alerts to one or more relevant system elements; and 

1 1 resolve the error event using tPve information contained within the informative 

1 2 error package and resources available w\hin said distributed computer system. 
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^^^^^ 3*Q. ' (New) An apparatus for processing an error occurring in a system 

2 element \)perating in a computer system having a central-resource, comprising: 

3 a processor; and 

4 a memory\in operative connection with the processor for storing processing 

5 instructions enabifi;ig^the processor to: 

6 receive an error message at said central-resource from said system element 

7 indicating the occurrence of an error associated with said system element; 

8 reference an error-rek^rce having a plurality of assistance options; 

9 select an assistance option from said plurality of assistance options in 

1 0 accordance with said error messe^ge; and 

1 1 provide said assistance option tp said system element substantially immediately 

12 following said receiving step. 



1 40. (New) The apparatus of claim 39, wherein the processor is further 

2 enabled to: determine the preferred assistance option based on previous assistance 

3 options provided in response to an error; and to selecVthe preferred assistance option. 
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4V " (New) An apparatus for processing an error occurring in a 

distributed computer system having a centralized error processor and a plurality of 
system elements, comprising: 

a processor; and 

a memory i\ operative connection with the processor for storing processing 
instructions enablirvd the processor to: 

receive a signalVidicating an error associated with one of the system elements; 

dispatch assistance to said system element associated with said error; 

propagate an error aWt message to one or more other system elements that 
may be affected by said errorX 

prioritize said error relative\to other errors not yet resolved; 

apply an error filter to said error to determine one or more appropriate responses 
to said error; \ 

select one or more assistance options from said one or more appropriate 
responses in order to resolve said error; ana\ 

resolve said error according to said selec;ted assistance option. 

42. (New) The apparatus of claim 4l\ wherein the processor is further 

enabled to: determine the preferred assistance option\based on previous assistance 
options provided in response to an error; and to select the preferred assistance option. 
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